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ABSTRACT

Machine Learning and Deep Learning have been widely used in different domains and showed
their performance in many applications such as fraud detection, speech recognition, etc. One of
the domains in which Machine Learning and Deep Learning demonstrated their effectiveness is
network intrusion detection systems. Considering the success of ML and DL in these domains,
they have been actively used - the models trained with new algorithms and datasets, deployed,
and actively used in decision-making. Even though they produced high-performance metrics,
most recent studies proved that machine learning and deep learning algorithms are not robust
and secure against adversarial inputs in the computer vision domain. These findings have
introduced a new concern about the application of machine learning and deep learning in
security-related domains such as network intrusion detection systems. As a case in point, an
adversarial network traffic flow can cause network intrusion detection systems to classify at-
tacks as benign. In this paper, we demonstrate the performance of adversarial attacks against
network intrusion detection systems which are built using deep neural networks based on the
results of experiments. Based on our findings, the application of the adversarial examples and
the robustness of the deep learning-based network intrusion detection systems are discussed.
Based on the results, adversarial training increases the model performance, but generates extra
complexity due to the re-training process. The usage of less adversarial features or Long Short-
Term Memory (LSTM) models can help to increase model robustness without the need for a re-
training process.

Keywords: machine learning, deep learning, adversarial attacks, adversarial inputs, network intrusion
detection system
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1 INTRODUCTION

1.1 Definition of the Problem

In recent years, Deep Neural Networks have demonstrated great potential and become the
vital substance of real-world applications. DNNs have been started to be widely used in many
domains including image analysis, cybersecurity, malware detection, intrusion detection, etc.
Based on the recent advancements in computational power, researchers successfully applied
deep learning for training classifiers in security-related domains such as malware detection
[1][2][3][4][5] and intrusion detection [6][7] and obtained promising results and high
accuracies.

There are two kinds of intrusion detection systems: the first type of intrusion detection system
is signature-based IDS, and the second type of intrusion detection system is anomaly-based
IDS. Signature-based intrusion detection systems are based on the pre-built database of known
attacks. With the signature-based intrusion detection systems, the system can determine if
the incoming network traffic is an attack or not by comparing the traffic with the signature
database. Although these types of intrusion detection systems can effectively detect known
attacks and provide high detection rates, they cannot detect zero-day attacks. For this reason,
researchers started to build anomaly-based intrusion detection systems to detect unknown
attacks. Anomaly-based intrusion detection systems can determine if the incoming network
traffic is an attack based on the behavior of the traffic instead of comparing the traffic to some
database.

To increase the success of anomaly-based intrusion detection systems, researchers started to
apply Machine Learning (ML) to the problem domain which includes applying traditionally
supervised and unsupervised ML algorithms [8]. However, considering the fact that traditional
ML algorithms are dependent on domain knowledge is one of the main causes why researchers
started to apply Deep Neural Networks to anomaly-based network intrusion systems. Results
have demonstrated that this type of intrusion detection system can provide promising results
with high accuracy [9].

1.2 Objective of the Study

With the advancements in technology and wide usage of the internet, the number of network
attacks has been increasing in recent years. Although security practitioners are improving
their security techniques, attackers are also motivated to improve their attacks and generate
more powerful attacks to evade the system. Considering this tendency, maintaining the security
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of the systems has become an important issue. Although anomaly-based intrusion detection
systems which are built using Machine Learning algorithms provide high accuracy to detect
attacks, how robust and secure these intrusion detection systems remain an open question.

While building the Machine Learning based intrusion detection systems, the researchers
mainly focused on increasing the accuracies or other metrics of the system in order to improve
the performance of the model. However, in recent years, the robustness and security of these
models started to become a crucial topic. According to recent studies, these systems are not
secure against adversarial examples [3]. This shows that machine learning or deep learning-
based systems are insufficient in critical areas such as cybersecurity. There are four types of
attacks in adversarial machine learning. These are inference, poisoning, evasion, and
extraction. In this study, we research adversarial examples (evasion attacks).

An adversarial attack is an input to the machine learning or deep learning system which is
injected by the attacker in order to make the system make wrong decisions. There are two
types of adversarial examples: white-box and black-box attacks. In the white-box setting, the
attacker might have knowledge of the architecture of the machine learning or deep learning
model. In black-box attacks, the attacker might not have knowledge about the architecture of
the system that is being attacked.

With the start of applying Deep Neural Networks in anomaly-based intrusion detection
systems, the lack of transparency of DNNs has become the major concern of researchers as to
whether or not to apply deep neural networks in security-related applications such as network
intrusion detection systems. In order to improve the lack of transparency of DNNs, new
explanation methods have been started to build to explain the results of the model. The
explanation of Deep Neural Networks has been done through forward and backward
propagation [10][11][12][13][14][15]. Other techniques are also available to provide an
interpretation of results in which the architecture of the model is unknown [16].

This paper examines the security and robustness of intrusion detection systems that are built
using Deep Neural Networks, considering the significance of protecting intrusion detection
systems against adversarial examples.

1.3 Significance of Problem

The robustness of the machine learning and deep learning models is based on how these
systems are secure against threats or adversarial examples. There are several negative
outcomes of insecure machine learning and deep learning models. Although the explanation
methods help to avoid these outcomes in some domains, it is still difficult to interpret in other
domains. As a case in point, with the advancements in interpretation techniques in DNNs,
adversarial attacks in image analysis have become explainable. Nonetheless, these methods
cannot be used in security-related applications such as malware classification or intrusion
detection due to feature dependence.

11



Despite the successes of machine learning and deep learning systems, it has become obvious that
these systems are not secure against adversarial attacks in image classification in which
adversarial examples can cause the classifier to make wrong decisions. Considering the
importance of security in security-critical domains such as network intrusion detection,
applying machine learning and deep learning to network intrusion detection systems can
result in crucial security issues. There is quite a number of research have been conducted on
adversarial machine learning in image classification; however, the number of researches on this
problem in network intrusion detection did not receive enough attention.

Intrusion detection systems detect attacks from the network flow either through signature-
based or anomaly-based methods. Machine Learning and Deep Learning methods also propose
advantages to detect zero-day attacks with the help of training the model with benign and
attack traffic flows. However, since machine learning algorithms are domain-dependent, and
DNNs are not explainable in security-related domains, the security of deep learning-based
network intrusion detection systems remains an open research problem.

The application of machine learning and deep learning algorithms in network intrusion
detection generated a significant security problem called adversarial machine learning.
Adversarial examples have the potential to generate inputs that will eventually cause the
network intrusion detection system to give wrong outputs which makes intrusion detection
systems prone to more insecure attacks and hacks compared to traditional network intrusion
detection systems.

In this research study, we examine adversarial machine learning from the network intrusion
detection setting to demonstrate how sensitive deep neural networks are against adversarial
examples. The outcomes of this study can be used by the cybersecurity teams to analyze how
their machine learning-based network intrusion detection systems secure against adversarial
attacks.

The significance of this study is to analyze adversarial attacks in the network intrusion
detection setting and suggest defense methods. We conduct research on the effect of
adversarial examples on machine learning and deep learning-based network intrusion
detection systems. Several adversarial attacks have been generated and tested on the Fast
Gradient Sign Method [17], Basic Iterative Method [18], etc. to demonstrate that adversarial
examples can deceive network intrusion detection systems.

1.4 Review of the Significant Research

1.4.1 General Understanding of Machine Learning

Considering the fact that machine learning is actively used in industry after researchers used
these techniques in the research and laboratories for the last decades [43]. Machine learning
employs algorithms with the goal to automate the processes by building or developing models
using datasets, minimizing the cost function to generalize the model, and deploying the model
into production. Developing a machine learning or deep learning model mainly requires two
stages called training the model and deploying the model into production [44].
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1.4.1.1 Supervised Learning

With supervised learning, during the training phase, the machine learning model is taught
with the dataset that consists of features and labels to differentiate the classes for classification
(with discrete labels) and calculate the result for regression (with continuous labels) which aims
to minimize the loss function. The main goal of supervised learning is to find the relation
between features and labels. The later step is to validate/test the model performance before
deploying the model into production to make decisions with new, real-world, unlabeled data.
Supervised learning models have been applied in many domains including, but not limited to
spam filtering, intrusion detection, object detection, etc. [45][46][47].

1.4.1.2 Semi-Supervised Learning

With semi-supervised learning, during the training phase, the machine learning model is taught
with both labeled and unlabeled data, so that a small set of the inputs have outputs and for
other inputs, the outputs are not available. As a result, the machine learning model is built
using the combination of both labeled and unlabeled data, and when the unlabeled data is used
appropriately, then the model can show very good performance results [48].

1.4.1.3 Unsupervised Learning

With unsupervised learning, the machine learning model is taught with unlabeled data.
Therefore, it differs from the aforementioned machine learning methods based on not having
any associated target values and the data pattern is identified by the machine learning model.
In this type of learning, the machine learning model tries to rearrange data into classes which
can also be used to get initial insights from the data before training the model [49].
Unsupervised machine learning is also actively used in the industry for a variety of tasks
[50][51][52].

1.4.1.4 Reinforcement Learning

Reinforcement learning is another type of machine learning technique in which the data is
based on the actions, rewards, and observations [53][54]. The reinforcement learning agent
interacts with the environment and learns the environment based on the observations and
rewards. It also has a real-world application as winning the champion of GO [55].

1.4.1.5 Federated Learning

Another machine learning approach is federated learning in which multiple clients can jointly
build the machine learning model without having the data in a single centralized server. Only
the aggregation of the model updates is performed by sending back the updates to a central
location which helps to increase privacy and scalability [56].

1.4.1.5 Ensemble Learning
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Another machine learning technique is called ensemble learning in which a combination of
multiple machine learning models finds better performance by combining the performance of
different models which also helps to reduce overfitting and improve overall accuracy [57].

1.4.2 General Understanding of Adversarial Attacks

A review of the significant literature on adversarial machine learning demonstrates that
adversarial attacks can happen in training phase or deployment phase of building a machine
learning model. For the training phase of the machine learning model, an attacker may control
the part of the data including outputs as well as model parameters, code, etc. that is used for
training to generate poison attacks. Apart from attacks generated during the training phase,
there are other adversarial attack types that are generated during the deployment phase in
which the machine learning model has already been trained and the attacker can create evasion
attacks to cause integrity violations which can make machine learning model to give wrong
predictions. Moreover, an attacker can also generate privacy attacks during this phase to
obtain information about the machine learning model and the dataset.

One of the main types of the adversarial attacks is called poisoning attacks. This attack type
can be generated during the training of the machine learning model. In this attack type, the
attacker makes changes to training data with all types of machine learning techniques
[58][59][60]. An attacker can also get a chance to control the machine learning model and the
parameters of the model with federated learning [61].

Another main type of adversarial attack is a privacy attack. Similar to poisoning attacks, this
attack type is also consisting of data and model privacy attacks depending on whether the
attacker aims to attack the model or the training data. There are different types of poisoning
attacks. As a case in point, data reconstruction attacks [62], membership inference attacks [63],
etc. The main difference between poisoning attacks and privacy attacks is that privacy attacks
are generated during the deployment phase.

The last main types of adversarial attacks are called evasion attacks. Similar to privacy attacks,
evasion attacks are also generated during the deployment phase. An attacker can generate
evasion attacks to modify testing data in order to generate adversarial samples similar to the
data before the adversarial attack by using distance measures to change the predictions of the
model [17][19][63][64]. Evasion attacks are later divided into two categories called white-box
evasion attacks and black-box evasion attacks.

The division of adversarial attacks into white-box attacks and black-box attacks is based on
what they know about the machine learning model. In white-box attacks, an attacker has the
knowledge about the whole machine learning system which includes the training dataset,
parameters of the model, structure of the model, algorithm, etc. The goal of analyzing the
white-box attacks is to understand how much the machine learning systems are robust
against adversarial examples and predict possible solutions. Compared to the white-box
adversarial attacks, black-box adversarial attacks have little to no information about the
architecture of the machine learning model.
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Therefore, an attacker has no knowledge about how the machine learning model has been
trained. Taking the real-world scenarios into account, black-box adversarial attacks are more
practical and can happen more frequently than white-box adversarial attacks. However, for
building secure and robust machine learning models, it is important to consider both white-
box and black-box adversarial attacks. Adversarial samples show the transferability behavior
where the adversarial samples that are generated through white-box or black-box adversarial
attacks can be used to create adversarial inputs for other machine learning models
[19][20][65][66].

1.4.2.1 White-box Evasion Attacks

One type of white-box evasion attack is the adversarial attack against the machine learning
models which can be distinguished by the human eye. As a case in point, an adversarial image
may mislead the face recognition system to evade and unlock the door. As a result, people
who do not have permission can enter the building. Sharif et al. [67] proposed this adversarial
attack by generating the inputs by adding extra inputs on the image which cause the facial
recognition system to let unauthorized people. Apart from facial recognition systems, white-
box evasion attacks can also be applied in another image recognition system where the
attacker can mislead the machine learning system by adding noise to road signs [68].

1.4.2.2 Black-box Evasion Attacks

Compared to the white-box adversarial attacks, black-box attacks have a more complex nature
and show results closer to the real-world scenarios because in the real-world attacker may not
have in- formation about the machine learning architecture, model parameters, etc. As a case
in point, in the real-world only available data that is presented to the attacker are inputs and
outputs. Therefore, for black-box adversarial attacks, extracting the information about the
machine learning model becomes the main motivation.

The attacker can use queries to get the output for the given input while interacting with
machine learning or deep learning system. Considering the fact that today the machine
learning as a service on cloud platforms like AWS, Azure, etc. where users can get the output
of the model by querying, it becomes an important issue.

There are two types of black-box evasion attacks. The first type of black-box evasion attack
is based on the logits of the machine learning model. During this type of attack, the attacker
uses several optimization approaches [69][70][71][72][73] based on the logits.

The second type of black-box evasion attack is based on decision boundaries. Compared to the
logits-based black-box evasion attacks, during this type of adversarial attack, adversarial do not
get the information about the model scores, instead attackers can only receive information
about the final prediction of the machine learning or deep learning system. One of the first
examples of decision boundary-based black-box evasion attacks is Boundary Attack and
HopSkipJumpAttack [74][75]. Recent significant reviews of the literature show that improved
decision boundary-based black-box adversarial attacks have been proposed [76][77][78].
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1.4.2.3 Poisoning Attacks

Apart from evasion attacks, attackers can also generate poisoning attacks against the machine
learning model in which the main difference between evasion and poisoning attacks is that
poisoning attacks happen in the training phase, while evasion attacks happen in the
deployment phase of building machine learning or deep learning model. Poisoning attacks
have been predominantly used in many domains such as network intrusion detection
[79][80][81], image recognition [82][83][84], NLP [85][86][87], and others security domains
[88][89][90].

By their nature, poisoning attacks are more powerful than evasion attacks. Apart from dividing
poisoning attacks into white-box poisoning attacks [58][80][91] and black-box poisoning attacks
[92], this attack type can also be divided into other types called availability, backdoor, and model
poisoning attacks. The first type of the poisoning attack aims to reduce the overall performance
of the machine learning model and have the same effect on all of the samples equally. On the
other hand, the second type of poisoning attack aims to modify the specific subset of the
samples, so that the machine learning model only makes incorrect predictions with specific
inputs.

Real-world poisoning attacks have been applied in supervised, unsupervised [93][94], federated
[95][96][97], etc. machine learning models. One of the examples of availability poisoning at-
tacks in supervised machine learning models is clean-label poisoning attacks. When the
attacker can only have training features, this type of attack can show better results when the
labeling process is done by another software or system. In order to carry out clean-label
poisoning attacks, attackers can add noise or modify the training data to reduce the
performance of the machine learning model [98][99].

1.4.2.4 Privacy Attacks

Similar to evasion attacks, privacy attacks are generated by the attackers during the
deployment phase. Privacy attacks are divided into several subcategories called membership
inference attacks, memorization attacks, reconstruction attacks, etc. Without needing the
information about the architecture of the machine learning or deep learning system, training
dataset, model parameters, etc. an attacker can perform reengineering to obtain statistical
information about the dataset. Since the attacker can reconstruct the model using statistical
information, these types of attacks are called reconstruction attacks [100][101].

Another type of privacy attack is called amembership inference attack. If the attacker generates
black-box adversarial membership attacks, the attacker can query the deployed machine
learning or deep learning model [102][103][104][115][116]. On the other hand, the attacker
can also generate white-box adversarial membership attacks [117][118][119], if the machine
learning model parameters, structure, etc. are known by the attacker.

The other type of privacy attacks is called property inference attacks and model extraction
attacks. With the first type of the attack, the attacker tries to obtain private information about
individuals or groups by analyzing the publicly available information about people or groups
[105][106][107][108][109][110]. With model extraction attacks, the attacker aims to obtain
information about the structure of the machine learning or deep learning model, parameters
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of the model, etc. [111][112][113][114].

1.5 Assumptions and Limitations

One of the main assumptions is that adversarial training can protect deep learning-based
intrusion detection systems. Another assumption is that removing adversarial features can
increase the robustness of the model against adversarial attacks. The last assumption is that
with Long Short-Term Memory (LSTM) or complex models or in models with more data points
adversarial attacks may be less successful.

The limitations include not generating adversarial adaptive attacks and performing these
attacks in real-world Machine Learning as a Service (MLaaS) applications.
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2 LITERATURE REVIEW

One of the very first studies that is conducted to discover that machine learning and deep learn-
ing models are not secure against adversarial attacks was proposed by Szegedy et al. [19]. In
this approach, the adversarial examples have been generated using the box-constrained
Limited memory approximation of the Broyden-Fletcher Goldfarb-Shanno (LBFGS)
optimization algorithm in which changes made to the hand-written images cause the deep
neural network to make wrong decisions. After this study, a series of other studies have been
conducted on generating adversarial attacks and providing defenses against these attacks.
Since LBFGS is computationally expensive, other techniques have been proposed. One of
these techniques is called Fast Gradient Sign Method (FGSM) has been proposed by
Goodfellow et al. [20]. It creates adversarial examples based on the gradient of the loss
function which with the reference to the given images as input; thus, provides less
computational power with the help of the backpropagation. This approach has been extended
with the help of optimization by Kurakin et al. [21].

Another approach was proposed by Papernot et al. [22] in which forward propagation helps
to generate adversaries. Apart from these adversarial attacks, another attack was proposed
by Moosavi-Dezfooli et al. [23] to distinguish attacks based on the distance from the input
image to the adversarial image. Other attack algorithms were proposed by Carlini and
Wagner [24] which are based on the gradient and are much more powerful compared to the
aforementioned algorithms. These three types of attacks are based on the logits and work with
different distance measures.

Despite the fact that several adversarial attacks and defense mechanisms have been proposed
[25][26][27], these attacks and the defense mechanisms against these attacks are mainly based
on image classification, image recognition, and similar tasks using the widely used image
datasets like MNIST, CIFAR10, etc. [28].

Although a huge amount of research on adversarial examples in computer vision tasks has
been proposed, very little research on the application of adversarial attacks in security-related
domains has been proposed. One of these studies was conducted by Grosse et al. [29] which is
the one of first applications of adversarial attacks in security settings. The proposed method is
based on the DNNs and has shown the approach of the attackers to evade the systems to
perform malicious behaviors. In this research study, adversarial attacks have been used to
exploit the malware detection system.

With the recent studies, it has become obvious that network intrusion detection systems that
are built using deep neural networks provide a significant improvement over the traditional
network intrusion detection systems with the help of less need for domain knowledge and
labeled dataset of network traffic flow.
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As a case in point, Javaid et al. [30], Shone et al. [31], Tang et al. [32], and Yin et al. [33] have
proposed the usage of different machine learning or deep learning algorithms in the network
intrusion detection setting. Although all of these studies have demonstrated effective results,
there was little or no concern against the adversarial machine learning and deep learning and
the potential security issues of the network intrusion detection systems that are built using deep
neural networks. As a result, the applications of machine learning or deep learning in security
domains such as network intrusion detection systems have been limited.

Recent research has demonstrated the significance of deep neural networks in network
intrusion detection systems in several types of networks including, but not limited to Long
short-term memory [34], DNNs to detect attacks in host and network levels [35][36], etc.
However, very little attention has been put on the effect of adversarial examples against these
methods.

Rigaki et al. [37] have conducted research based on the significance and potential risks of
adversarial machine learning in network intrusion detection. The adversarial attacks (namely
evasion attacks) have been generated against the network intrusion detection systems that
are built using machine learning and analyzed the security of the machine learning classifiers
using different performance scores after being attacked by different adversarial examples. In this
study, they created the Fast Gradient Sign Method and Jacobian-based Saliency Map Attack
against the intrusion detection systems which are built using machine learning classifiers such
as Random Forest, Decision Tree, Support Vector Machine, and Multi-layer Perceptron. The
generated attacks were white-box attacks, and thus, have had some knowledge about the
architecture of the model. This research has proved that under adversarial attacks the
performance of the machine learning-based intrusion detection system decreases rapidly.

Similar research has been conducted by other researchers as well. Wang et al. [38] have
demonstrated how the accuracy of the machine learning-based network intrusion detection
system built using the NSL-KDD dataset decreases.

Other studies have been done by researchers to demonstrate the difference and similarities
between adversarial machine learning and adversarial deep learning. On one hand, Apruzzese
et al. [39] and Martins et al. [40] studied the adversarial attacks against machine learning-
based network intrusion detection systems. On the other hand, other researchers studied
adversarial attacks against deep learning-based network intrusion detection systems.

Yang et al. [41] conducted research to examine the performance of adversarial attacks on a
network intrusion detection system that is built using deep neural networks.

Guo et al. [42] proposed a new method to derive explanations for classification results for
security applications under adversarial attacks.

Papernot et al. [65] proposed that because of the existing vulnerable inputs in the training
dataset, the security of machine learning and deep learning models remains as an open
research issue.

Considering the fact that researches on the protection of machine learning and deep learning
systems against adversarial samples remain as an open research area [120[121][122], it is
crucial to further analyze the performance of machine learning and deep learning models
against new attacks.
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While the security of machine learning and deep learning models is crucial, it is also important
to keep the performance of the machine learning and deep learning models based on their
data domains [123][124]. Thus, it is crucial to understand the effects of the adversarial inputs
against the machine learning and deep learning model and the proposed defense methods to
avoid overhead.

In order to avoid these vulnerabilities, one of the approaches is to use Generative Adversarial
Networks (GANs). Generative Adversarial Networks consist of two sub-models. These sub-
models are called generators and discriminators. In the generator, new adversarial inputs are
generated and sent to the discriminator to distinguish them from real and fake inputs. Until
the discriminator classifies the generated input as real input, this process continues. This
helps to increase the general performance of the model against attacks [125][126].

Grosse et al. [127] proposed another method to avoid adversarial attacks in which the
algorithm generates adversarial samples using data augmentation by inserting non-malicious
data into the training dataset. Using this approach, machine learning or deep learning model
becomes robust against adversarial examples.

Arpit et al. [128] proposed that due to the high degree of memorization, deep learning models
are not secure against adversarial examples. Jo et al. [129] proposed that due to the
transferability feature, deep learning models are not secure against the adversarial inputs.

Another approach to protecting machine learning and deep learning models is to decrease the
information to the model by not feeding a part of the dataset to the model.

Sharif et al. [130] demonstrated the real-world effects of adversarial inputs in machine learn-
ing and deep learning models. Barreno et. al [131] proposed the idea to provide the protection
against adversarial attacks for machine learning and deep learning models by using regulariza-
tion.

Kolcz et. al [132] demonstrated the importance of the security of machine learning and deep
learning models and proposed approaches to protect the models. These approaches consider
weighting the features and averaging the model in several steps to allow protection against
adversarial attacks, so that attackers will not be able to inject adversaries into the model.

Globerson et. al [133] proposed another defense technique to increase the robustness of
machine learning and deep learning models against adversarial samples. This approach
considers avoiding the extra weighting of the features with models which are prone against
the elimination of the features to allow protection against adversarial attacks.

Considering all of the approaches, it is important to remember that without the possibility of
the adversarial attacks, the aforementioned solutions can increase the complexity of the model
and may decrease the performance of the machine learning or deep learning model
[134][135][136].

Using hierarchical algorithms as a defense technique was also proposed to protect machine
learning models against adversarial attacks [137]. Biggio et al. [138] proposed a new approach
using random subset to protect machine learning models against adversarial attacks.
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The aforementioned defense techniques consider protecting traditional machine learning
models against adversarial inputs. However, it is important to consider the applications of deep
learning in the domains such as intrusion detection systems. One technique is to use threshold
values to capture the change in performance metrics due to the adversarial examples [139].
Dalvi et al. [140] proposed another technique is to perform adversarial classification.

Akhtar et al. [141] proposed new defense techniques in order to consider the security of deep
learning models and protecting deep learning models against adversarial examples by using
adversarial detection. This has been done by distinguishing whether the input is adversarial
or non-adversarial, and if it is an adversarial example, by finding the actual output.

Ross et al. [142] proposed a defense technique by using regularization in order to protect the
deep learning models against adversarial attacks by calculating the change in inputs and
outputs. In this approach, the attacker cannot have the impact to the deep learning model
when the change in adversarial input has less difference. While this approach is similar for most
of the deep learning algorithms, it may increase the complexity of the model and training
process. Moreover, this approach can still be vulnerable against strong adversarial examples.

Ross et al. [142] proposed another defense technique for image data by transforming the fea-
tures. This transformation process can protect the deep learning model against adversarial
examples.

Xie et al. [143] proposed randomization as a defense technique for deep learning models in
order to protect them against the adversarial inputs. This technique provides the protection
by applying randomization before the training process starts.

Xu et al. [144] proposed a new defense technique to provide the security for deep learning
models in image classification tasks by using compression of the features. This technique aims
to find the adversarial inputs. By making changes to the pixel color and then training the deep
learning model with both of the features. After the training stage, the results of both of the
models are compared to check whether a great change happened or not. If there is a huge
change, it means that the feature can have high participation in adversarial examples.
Although this approach is computationally simple, when a small change between features
happens, it cannot detect all of the adversarial features.

Mohassel et al. [145] proposed a defense strategy against adversarial examples in order to protect
deep learning models against adversarial attacks. This strategy achieves the robustness of the
deep learning model by training the models in parallel.

A similar approach is proposed by Papernot et al. [146] in which protection for machine
learning or deep learning model is achieved by providing knowledge sharing between the
target models.

A similar approach is proposed by Shokri et al. [147] in which several deep learning models
can be run in parallel. This strategy provides the security for the deep learning model with
the help of distributed learning approach. While performing this approach no data is shared
between the deep learning models. However, parameters of the deep learning models can
be shared with each other. This strategy also helps to run the deep learning models in parallel.
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Even though research on adversarial machine learning has mostly been related to computer
vision tasks, the impacts of adversarial attacks in network security [148] context are equally
or more crucial mainly in malware detection [149] and network intrusion [150] in which the
application of machine learning and deep learning in these fields become more popular.

Rosenberg et al. [151] reviewed the adversarial attacks on security-related domains such as
intrusion detection systems, cyber-physical systems, etc.

Liu et al. [152] analyzed the adversarial attacks and defense techniques of machine learning.

Qui et al. [153] researched on adversarial attacks on cloud security, malware detection, and
intrusion detection.

Different from these researches, this paper only focuses on the network security in terms of
network intrusion detection and applies several approaches to provide robust deep learning-
based intrusion detection models against adversarial attacks.

Biggio et al. [154] demonstrated the research on adversarial machine learning in the
applications of computer vision and cybersecurity. However, this paper did not analyze the
adversarial machine learning in network security.

Duddu et al. [155] researched different researches on adversarial machine learning against
malware classifiers.

Buczak et al. [156] reviewed the complexity and challenges of machine learning and deep
learning-based intrusion detection systems. However, they did not research the adversarial
attacks in this domain.

Although Zhang et al. [157] reviewed the adversarial attacks as a constraint in machine
learning-based mobile and wireless networking, they did not discuss the limitations of
machine learning and deep learning-based network security application.
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3 METHODOLOGY

3.1 Study Procedure

3.1.1 Adversarial Training

ART (adversarial robustness toolbox) library has been used to generate the adversarial attacks.
Based on the number of correctly predicted/number of all predictions, the performance metric
was calculated to show how negatively adversarial attacks affect to the Network Intrusion
Detection model. Additionally, those adversarial white-box evasion attacks have been used
to show how positively adversarial training affects to the robustness of the network intrusion
detection model.

Steps:

* A simple network intrusion detection model was built using neural networks. For the
dataset, NSL-KDD and UNSW-NB15 datasets have been used.

* Several white-box adversarial evasion attacks have been generated using ART (adversarial-
robustness-toolbox)

* The model was re-trained with the perturbed data and the model is attacked again to see if
there are any improvements.

3.1.2 Detecting Adversarial Features

Some of the features are more vulnerable against the adversarial attacks than others. Having
features which are prone to adversarial examples increases the risk of adversarial attacks to
the model. In order to avoid this, adversarial features and feature importance graphs have
been plotted. This approach aims to drop adversarial features which are less important for
feature selection.

3.1.3 LSTM for Intrusion Detection

Apart from the simple deep learning-based intrusion detection model, a more complex model
has been trained using LSTMs. This approach aims to discover whether simple models are
more prone to adversarial attacks or not. Moreover, it aims to discover whether LSTM’s ability
to pass past information to the present makes the model more robust against adversarial
examples.
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3.2 Study Structure and Dataset

3.2.1 NSL-KDD Dataset

The NSL-KDD dataset) has been used for training the Network Intrusion Detection model. The
dataset is publicly available online and free to use for academic purposes.

The dataset contains the records of the network traffic seen by a simple intrusion detection
network that the traffic encountered by a real Intrusion Detection System. The dataset
contains 43 features and labels per record, with 41 of them are features and the last two are labels
(whether it is a normal or attack) and score (the severity of the traffic input itself).

Training data has 25973 samples (67343 normal samples, 58630 attack samples). Testing data has

22544 samples (9711 normal samples, 12833 attack samples).

4 types of network attacks are presented in the dataset:
1. DoS - Denial of service.

2. Probing - Surveillance and other probing attacks.

3. U2R - Unauthorized access to local super user.

4. R2L - Unauthorized access from a remote machine.

Available types of features and labels in the dataset are:
e Categorical (Features: 2, 3, 4, 42).
e 6 Binary (Features: 7, 12, 14, 20, 21, 22).
o 23 Discrete (Features: 8, 9, 15, 23-41, 43).

e 10 Continuous (Features: 1, 5, 6, 10, 11, 13, 16, 17, 18, 19).

3.2.2 UNSW-NB15 Dataset
UNSW-NB15 is a network intrusion dataset. The dataset contains raw network packets.
Training data has 175341 samples (56000 normal samples, 119341 attack samples). Testing

data has 82332 samples (37000 normal samples, 45332 attack samples)

Types of network attacks presented in the dataset are:

1. DoS - Denial of Service.
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2. Worms - A malware that replicates itself and spreads through a network by taking
advantage of vulnerabilities.

3. Backdoors - Hidden entry points for attackers to access to a system or network while
evading security measures.

4. Fuzzers - An attack type which produces unexpected inputs to discover vulnerabilities in
the system.

5. Exploit - An attack that gets access to a software or hardware system without authorization.
6. Generic - An attack that does not fall into any categories.
7. Shellcode - An attack that injects malicious code to perform malicious activities.

8. Reconnaissance - An attack that aims to learn about the system to find entry points to the
system.

9. Analysis - Network traffic that is not classified as an attack but is used for analysis.

Types of features and labels available in the dataset are:

e Categorical: attack cat, state, service, proto.
e Binary: is_sm_ips_ports, is_ftp_login.
e Numerical: all other features.

3.3 Ethical Considerations

While conducting this research no personally identifiable information was collected. For
academic research purposes, free use of the UNSW-NB15 dataset is granted by the authors. Use
or redistribution of the NSL-KDD dataset is granted by a citation to the NSL-KDD dataset and
the paper [158]
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4 RESEARCH RESULTS AND
ANALYSIS OF RESULTS

4.1 Results

4.1.1 Adversarial Training

NSL-KDD UNSW-NB
81.7% 88.1%
Table 4.1: Accuracy of the models before the adversarial attack
NSL-KDD UNSW-NB
FGSM 18.3% 12.0%
BIM 27.5% 43.3%
PGD 21.1% 11.1%
DeepFool 18.8% 34.5%
Table 4.2: Accuracy of the models after adversarial attacks
NSL-KDD UNSW-NB
FGSM 80.6% 88.2%
BIM 79.1% 86.8%
PGD 77.8% 88.7%
DeepFool 78.3% 87.9%

Table 4.3: Accuracy of the models after adversarial training

Adversarial attacks have been generated on both NSL-KDD and UNSW-NB15 models. Based
on the number of correctly predicted/number of all predictions, the performance metric has
been calculated to show how negatively adversarial attacks affect to the Network Intrusion
Detection model. Additionally, those adversarial white-box evasion attacks have been used to
show how positively adversarial training affects to the robustness of the network intrusion

detection model.
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4.1.2 Adversarial Features
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Figure 4.4: Feature importance for UNSW- NB15 dataset

Figure 4.3: Adversarial Features for UNSW-NB15 dataset

4.2 Analysis of Results

Table 4.1 demonstrates the accuracy of the deep feed-forward models when there is no
27

adversarial attack. The analysis of the data was performed by comparing the accuracies of the

models before (Table 4.2) and after (Table 4.3) adversarial training. Moreover, by plotting
adversarial features (Figure 4.1 and Figure 4.3) and important features (Figure 4.2 and Figure

4.4), the decision of removing some features has been made.



NSL-KDD UNSW-NB
FGSM 20.91% 13.2%
BIM 20.95% 35.6%
PGD 20.99% 35.6%
DeepFool 20.95% 10.1%

Table 4.4: Accuracy of the models after dropping more adversarial and less important features

Based on the results, performance improvements were experienced after re-training the feed-
forward deep learning model with the perturbed data. However, this process requires re-
training of the model which increases the complexity. Other than that, Table 4.4 demonstrates
that after removing less important adversarial features, the performance of the feed-forward
deep learning model has been increased for some attack types. This process is less
computationally expensive than re-training the model. Lastly, analysis and comparison of the
feed-forward deep learning model and LSTM deep learning model demonstrate that LSTMs
are more robust against adversarial samples, due to passing past information to the present.
Therefore, it is more difficult to generate adversarial attacks and bypass the LSTM-based
intrusion detection model because it requires more samples and time to fool. Therefore, for
attackers, it becomes computationally expensive to attack LSTMs.
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5 Summary and Future Work

Nowadays, applications of machine learning and deep learning have been widely used in
many domains including machine learning-based network intrusion detection systems.
Related work on the security of deep learning-based intrusion detection systems against
adversarial attacks is not deeply researched by researchers compared to the adversarial attacks
in image classification tasks. In this paper, we discussed the impacts of adversarial attacks in
Deep Learning based Network Intrusion Detection. Additionally, we proposed two other
approaches which are less computationally expensive than adversarial training.

This paper leaves a space to conduct future research on this topic, especially on the impacts
of adversarial attacks in Large Language Models (LLMs). Moreover, since we performed anal-
ysis with feed-forward neural networks and LSTMs, we also aim to continue our experiments
with Graph Neural Networks and demonstrate how well GNNs perform against adversarial
attacks. We believe that with the enough number of experiments, we can achieve novel
security measurements in deep learning which can result in more secure deep learning models
against adversaries.
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